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The NaTioNAL NATIVE AMERICAN
LAw ENFORCEMENT ASSOCIATION

washington, DC
November 6, 2006

Dear Colleagues and Friends:

The National Native American Law Enforcement Association ( NNALEA ) is pleased and honored to
share its Final Report for the Indian Country Border Security and Tribal Interoperability Pilot Program
(more commonly known as the TBS Pilot Program ). The TBS Pilot Program was an innovative program
that not only comprehensively assessed tribal border security preparedness generally and in relation to
the evolving National Preparedness Goal, but also provided a forum for national cross-jurisdictional and
cross-disciplinary information sharing, collaboration, and analysis between federal, tribal, state, local,
and private entities on the issues of border and homeland security.

The TBS Pilot Program is generally summarized in the Final Report. The Final Report also sets forth
certain categories of information gathered from the forty (40) Tribes that participated in the TBS Pilot
Program. More particularly, the Einal Report sets forth six (6) general tribal views on border security

in relation to homeland security that were derived from the information gathered from the Tribes who
participated in the TBS Pilot Program. In addition, the Final Report sets forth twenty (20) baselines for
comparison, thirty-eight (38) best practices and forty-seven (47) alerts on border security generally and
border security in relation to the National Preparedness Goal. The border security best practices are
practices of some of the participating Tribes that all entities may want to employ in their pursuit of border
and homeland security; while the border security alerts identify porder security issues that should receive
immediate attention from the applicable government decision makers.

Much gratitude is extended to the participating Tribes, as their participation and completion of the TBS
Pilot Program marked an important step in our Country s comprehensive assessment of its border and
homeland security preparedness. Much gratitude is also extended to the many partners and friends

of NNALEA who contributed to the TBS Pilot Program, with special thanks to the National Congress of
American Indians and Fort Lewis College. Finally, much gratitude is extended to the Department of
Homeland Security for its role in the TBS Pilot Program.

We sincerely hope that after reading the TBS Pilot Program Final Report, you too will better understand
and appreciate the importance of Tribes at the frontlines of border and homeland security.

Sincerely yours,

S o

Kim M. Baglio
President
NNALEA

Ronald Reagan Building, International Trade Center * 300 Pennsylvania Avenue Suite 700 » Washington, DC 20004
(202) 204-3065 * Fax (202) 204-3066 * www.nnalea.org
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occasions to confer and provide further insight into the performance of the Program. Without the assistance and
support of these Tribes and Nations this study would literally not have been possible. Therefore, NNALEA would
like to extend a special thanks to the respective Tribal Chairpersons, Presidents, leaders, Tribal Councils, Tribal
Managers, their professional staffs and the citizens of the forty Tribal Communities.

Aroostook Band of Micmac Indians - Micmac Reservation;
Assiniboine & Sioux Tribe - Fort Peck Reservation;
Bad River Band of Lake Superior Chippewa Indians - Bad River Reservation;
Bay Mills Executive Council - Bay Mills Reservation;
Blackfeet Tribe - Blackfeet Reservation;

Campo Band of Kumeyaay Indians - Campo Indian Reservation;
Cocopah Tribal Council - Cocopah Reservation;
Confederated Tribes of the Colville Reservation - Colville Reservation;
Grand Portage Band of Chippewa Indians - Grand Portage Reservation,;
Grand Traverse Band of Ottawa & Chippewa - Grand Traverse Reservation;
Houlton Maliseet Band of Indians - Houlton Maliseet Reservation;
Jamestown S’Klallam Tribe - Jamestown S Klallam Reservation;
Keweenaw Bay Indian Community - L Anse Reservation;
Kickapoo Tribe of Texas - Kickapoo Reservation;

Kootenai Tribe - Kootenai Reservation;

Little Traverse Bay Bands of Odawa Indians - Little Traverse Bay Reservation;
Lower Elwha S’klallam Tribe - Lower Elwha S Klallam Reservation;
Lummi Indian Tribe - Lummi Reservation;

Makah Indian Tribe - Makah Reservation;

Nooksack Indian Tribe - Nooksack Reservation;
Passamaquoddy Tribe — Indian Township Reservation;
Passamaquoddy Tribe - Pleasant Point Reservation;

Penobscot Indian Nation - Penobscot Reservation;

Port Gamble S’Klallam Tribe - Port Gamble Indian Community;
Quechan Tribe - Ft. Yuma Reservation;

Quinault Nation - Quinault Reservation;

Red Cliff Band of Lake Superior Chippewa - Red Cliff Reservation;

Red Lake Nation - Red Lake Reservation;

Saginaw Chippewa Indian Tribe - Isabella Reservation;

Sault St. Marie Tribe of Chippewa Indians - Sault Ste. Marie Reservation;
Seneca Nation - Cattaraugus Reservation;

Stillaguamish Indian Tribe - Stillaquamish Reservation;

St. Regis Mohawk Tribe - Saint Regis Mohawk Reservation;
Suquamish Indian Tribe - Port Madison Reservation;
Swinomish Tribe - Swinomish Tribal Community;

Tigual Pueblo Tribe - Ysleta Del Sur Reservation;

Tulalip Tribe - Tulalip Reservation;

Turtle Mountain Band of Chippewa Indians - Turtle Mountain Reservation;
Tuscarora Nation - Tuscarora Reservation; and
Upper Skagit Tribe - Upper Skagit Reservation

TBS Pilot Program



(many thanks, continued)

The Best Practice Tribes who graciously hosted site visits:
Cocopah Tribe of Arizona

Sault Ste. Marie Tribe of Chippewa Indians of Michigan

The Tribes who eld-tested the Tribal Border Security Program research tool
prior to the commencement of the survey:

Seminole Tribe of Florida
Southern Ute Indian Tribe

The Department of Homeland Security (DHS) for their vision in seeing the value of Native
American Tribes and Nations in securing our country s borders and the United States of America.

The National Congress of American Indians (NCAI), who partnered with us to conduct this
study. We are grateful to the organization as well as to the following individuals for engaging in
this successful collaborative effort:

Joe Garcia, President, NCAI and Governor, Ohkay Owingeh

Tex Hall, Former President, NCAIl and Chairman,
Three Af liated Tribes of Mandan, Hidatsa & Arikara Nation

Jacqueline Johnson, Executive Director, NCAI
Robert Holden, Director of Emergency Management and Radioactive Waste Programs, NCAI
Heather Dawn Thompson, Director of Government Affairs, NCAI

And the Native American Consulting Group (NACG), who partnered with us in the overall
management of the Tribal Border Security Pilot Project. We are grateful to the organization and
its expert, professional staff.

We also extend our appreciation to the U.S. Department of the Interior, U.S. Department of
Health & Human Services, U.S. Department of Justice, U.S. Environmental Protection
Agency, and the U.S. Department of State for their direct and indirect support throughout
the Tribal Border Security Pilot Program.

NNALEA acknowledges the many other federal, state, local and private industry departments,
agencies, organizations and Tribal communities which provided invaluable assistance, including
the following Tribal Border Security Advisory Committees: the Federal Advisory Panel; the
Tribal Advisory Committee; and the State and Local Advisory Group

We note the signi cant contributions of the Bureau of Alcohol, Tobacco, Firearms &
Explosives, the Bureau of Indian Affairs Of ce of Justice Services, the Federal Bureau
of Investigation, Indian Health Service, the United States Secret Service, the DHS
Preparedness Directorate - Of ce of State and Local Government Coordination and
the DHS Of ce of Grants and Training.

A special notable thanks to the United States Border Patrol without whose help and
cooperation this study would not have been possible.
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(many thanks, continued)

We gratefully acknowledge the contributions of the following groups and their respective staffs
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Dean Richard Sax, Ph. D.
Professor Jeff Fox, Ph. D.
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We acknowledge our talented and dedicated project team:
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Kim Baglio - President
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Peter Maybee, - Sergeant At Arms
Gary Edwards - Chief Executive Of cer
Jim Wooten - Chief Financial Of cer
Daryll Davis - Senior Director
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Dewey Webb - Immediate Past President
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(many thanks, Project Leadership Team, continued)
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EXECUTIVE SUMMARY

The National Native American Law Enforcement Association ( NNALEA ) and
the National Congress of American Indians ( NCALI ), in conjunction with their partners
and with the support of the Department of Homeland Security ( DHS ) embarked
upon a history-making venture called the Indian Country Border Security and Tribal
Interoperability Pilot Program (more commonly known as the TBS Pilot Program ).
The TBS Pilot Program is an innovative program that not only comprehensively assessed
tribal border security preparedness generally and in relation to the evolving National
Preparedness Goal, but also provided a forum for national cross-jurisdictional and cross-
disciplinary information sharing, collaboration, and analysis between federal, tribal, state,
local, and private entities on the issues of border and homeland security. Accordingly,
many thanks are expressed to all of the participants in the TBS Pilot Program, who so
willingly answered the TBS Pilot Program s call to action -- to stand shoulder to shoulder
in securing our great country s borders.!

The remainder of this Final Report is divided into sections that provide information
on the following topics: (1) Tribal Border Security Background; (I1) Summary of the
Methodology for the TBS Pilot Program; (111) Tribal Border Security General Views, Best
Practices, and Alerts Identi ed from the TBS Pilot Program General Survey Data; (1V)
Tribal Border Security Baselines, Best Practices, and Alerts Identi ed from the TBS Pilot
Program Speci cSurvey Data; (V) Tribal Border Security Best Practices and Alerts Identi ed
during the TBS Pilot Program Site Visits; and (VI) Concluding Remarks. Notably, in the
aggregate, this Final Report sets forth six (6) general tribal views on border security in
relation to homeland security, as well as twenty (20) baselines for comparison, thirty-
eight (38) best practices,? and forty-seven (47) alerts® on border security generally and
border security in relation to the National Preparedness Goal. By participating in the
TBS Pilot Program, the participating border Tribes have taken another major step toward
securing their respective communities as well as securing America as a whole.

Subsequent programs lawfully patterned after the TBS Pilot Program would render
a complete set of baselines, best practices, and alerts that could be used to effectively,
fairly, and consistently assess preparedness and future border and homeland security
investmentjusti cationinitiatives. Without the performance of these additional programs,
the national and uniformed preparedness standard sought, will remain elusive, thereby
hampering decision makers ability to determine the most bene cial future investment
justi cation initiatives. It is doubtful that border and homeland security can ever be
achieved at its most optimal level without this national and uniformed standard. *

! To stand shoulder to shoulder is a phrase coined by Senator Ben Nighthorse Campbell.

2 The border security best practices are practices that all entities may want to employ in their pursuit of border and homeland
security.

3 The border security alerts identify border security issues that should receive immediate attention from the applicable
government decision makers.

4 The statements set forth in this Final Report are those of the authors of this Final Report, and are not necessarily the statements Page 1
of others such as the Department of Homeland Security. NNALEA
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FINAL REPORT

l. TRIBAL BORDER SECURITY BACKGROUND.

Enhancing the security of the U.S. borders with Mexico and Canada has emerged
as a signi cant policy issue.! President George W. Bush recently stated that [s]ecuring
our border is essential to securing the homeland. 2 President Bush further stated that

our responsibility is clear: We are going to protect the border. 3

Since the mid-1990s attention and resources directed at deterring and preventing
illegal aliens, drug smugglers, potential terrorists, and other criminals seeking to enter
the United States illegally across its land borders have risen. 4 This rise was fueled by the
September 11, 2001 terrorist attacks in conjunction with reports such as the following:

In December 1999, Ahmed Ressam, a terrorist trained in Osama bin
Laden s Afghanistan camps, was arrested shortly after crossing the
border between Canada and Washington state. In the trunk of his
car were explosives and other bomb-making materials. Ressam later
confessed his plans to attack a variety of targets in the United States,
including the Seattle Space Needle and Los Angeles Airport, as part of
a wider plan to attack America during the millennium celebrations. °

* Kk k* k%

Recent information from ongoing investigations, detentions,
and emerging threat streams strongly suggests that al-Qaeda has
considered using the Southwest Border to in Itrate the United States.
Several al-Qaeda leaders believe operatives can pave their way into
the country through Mexico and also believe illegal entry is more
advantageous than legal entry for operational security reasons. ©

More recently, Homeland Security Secretary Michael Chertoff stated that [r]ight
now we re facing a huge challenge at the border with illegal migration. © This remark
came on the heels of the following remarks by President Bush regarding illegal migration
at the U.S. borders:

1 See Border Security Agencies Need to Better Coordinate Their Strategies and Operations on Federal Lands, United States General
Accounting Of ce, GAO-04-590, June 2004.
2 See President Discusses Border Security and Immigration Reform in Arizona, Tucson, Arizona, Davis-Monthan Air Force Base,
November 28, 2005.
s 1d.
4 See Border Security Agencies Need to Better Coordinate Their Strategies and Operations on Federal Lands, United States General
Accounting Of ce, GAO-04-590, June 2004.
5 See In Focus: Northern Border Security, United States Senator Debbie Stabenow (Michigan).
6 See Border Security Commentary, CNSNews.com, Paul M. Weyrich, May 13, 2005, quoting Former Deputy Secretary of Homeland
Security Admiral James M. Loy.
Page 2 7/See Remarks by Homeland Security Secretary Michael Chertoff on Homeland Security Accomplishments and Priorities, U.S. Department of
NNALEA Homeland Security, December 20, 2005.
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Illegal immigration puts pressure on our schools and hospitals.

* % % * %

... it [illegal immigration] strains the resources needed for law
enforcement and emergency services.?

* % k% * %

... smugglers and gangs that bring illegal immigrants across the
border also bring crime to our neighborhoods and danger to the
highways.®

Statistics from 2005 support the comments of both President Bush and Homeland Security
Secretary Chertoff. More particularly, in 2005, over one million illegal immigrants were
caught attempting to enter the United States at its borders, and over $100 million in
counterfeit goods and over two million pounds of illegal drugs were seized at the U.S.
borders.* One is only left to ponder about who and what were not caught and seized
respectively.

Not surprisingly, the Department of Homeland Security has concluded that the
smuggling of illegal immigrants into the United States constitutes a signi cant risk to
national security and public safety.®> In addition, smuggling pipelines which are used by
illegal immigrants and criminals seeking to enter the United States may also be used by
terrorists.® It is estimated that the illegal immigrant smuggling and sex traf cking trade
generates $9.5 billion for criminal organizations worldwide, and the pro ts are used to

nance additional criminal enterprises such as: the traf cking of drugs, weapons, and
other contraband; the commission of collateral crimes such as kidnapping, homicide,
assault, rape, robbery, auto theft, high speed ight, identity theft, and the manufacturing
and distribution of fraudulent documents; and the perpetuation of terrorist acts.” Further,

[t]he illicit drug trade is a billion-dollar business that often involves the perpetration of
violent crimes, and Mexico is a major corridor for the transport of illicit drugs to the
United States. 8

The attention and resources available to prevent, protect, respond, and recover
from such illegal migration, drug smuggling, potential terrorism, and crime is spread

1 See President Discusses Border Security and Immigration Reform in Arizona, Tucson, Arizona, Davis-Monthan Air Force Base,
November 28, 2005.

21d.

3 1d.

4 See Remarks by Homeland Security Secretary Michael Chertoff on Homeland Security Accomplishments and Priorities, U.S. Department of
Homeland Security, December 20, 2005.

5 See Border Security and the Southwest Border: Background, Legislation, and Issues, CRS Report for Congress, Order Code RL33106,
September 28, 2005.

51d.

7 See Border Security and the Southwest Border: Background, Legislation, and Issues, CRS Report for Congress, Order Code RL33106,
September 28, 2005.

81d.

Page 3
NNALEA
TBS Pilot Program



across approximately 5,900 miles of U.S. borders.! This 5,900 miles of U.S. borders is
comprised of approximately 1,900 miles of border with Mexico (the Southern Border ),
and approximately 4,000 miles of border with Canada (the Northern Border ).? Certain
characteristics regarding these U.S. borders are rather common knowledge.

For instance, with regard to the Southern Border it is common knowledge that it is
comprised of six Mexican and four U.S. states.> The U.S. states are California, Arizona,
New Mexico, and Texas.* This border is comprised of large tracts of desert land with
sweltering heat, mountain ranges and other rugged terrain, and rivers (i.e., Colorado
River and the Rio Grande River).®> In addition, the Southern Border has a longstanding
history of illegal migration and human and drug smuggling activities, and therefore, the
historic focus of border security on this border has primarily been on stemming illegal
migration, human smuggling, and interdicting illegal drugs.®

Likewise, with regard to the Northern Border it is common knowledge that
it is comprised of seven Canadian provinces and ten U.S. states.” The U.S. states are
Washington, Idaho, Montana, North Dakota, Minnesota, Michigan, New York, Vermont,
New Hampshire, and Maine.®2 This border is comprised of vast mountain ranges (i.e.,
the Rockies), the Great Lakes, many different river systems, and heavy snow and bitter
cold temperatures in the winter.® Historically, the Northern Border has experienced
illegal migration and human and drug smuggling activities on a smaller scale than that
experienced on the Southern Border. In addition, the United States and Canada have
emphasized sharing information, streamlining policies, and facilitating trade.®

What, however, may not be common knowledge with regard to the Southern Border
and the Northern Border, is that [o0]f the 562 federally recognized Indian tribes, 36 tribes
have lands that are close to, adjacent to, or crosses over international boundaries with
Mexico or Canada. * These 36 tribes, therefore, are on the frontlines of protecting U.S.
borders, thereby making them an integral part of border security.

Perhaps even more important, though, is the fact that the success of national
border security may ultimately hinge on the ability to protect the U.S. borders to which
these tribes lands are adjacent or in close proximity. The reason for this is that as tribal

1 See Border Security Agencies Need to Better Coordinate Their Strategies and Operations on Federal Lands, United States General
Accounting Of ce, GAO-04-590, June 2004.

21d.

3 Border Security and the Southwest Border: Background, Legislation, and Issues, CRS Report for Congress, Order Code RL33106,
September 28, 2005.

41d.

51d.

61d.

71d.

81d.

o1d.

©d.

11 See Border Security Agencies Need to Better Coordinate Their Strategies and Operations on Federal Lands, United States General
Accounting Of ce, GAO-04-590, June 2004.
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communities rank at or near the bottom of nearly every social, health and economic
indicator,! and as tribal communities are confronted with rather complex, misunderstood
and confusing jurisdiction issues,? their tribal lands and the borders to which their lands
are adjacent or in close proximity may only be minimally protected. As a result, a
signi cant number of the undetected border security breaches achieved by illegal aliens,
drug smugglers, potential terrorists, and criminals may be occurring across these borders
and tribal lands. In addition, as border patrol efforts and resources are increased in the
more populated areas (i.e., in non-tribal lands), more illegal traf ¢ may very well be
routed through these more remote tribal lands and borders.®

In recognition of the importance that tribes play in protecting the U.S. borders,
the United States Department of Homeland Security ( DHS ), in consultation with the
National Native American Law Enforcement Association ( NNALEA ) and the National
Congress of American Indians ( NCAI ) devised the Indian Country Border Security
and Tribal Interoperability Pilot Program, more commonly referred to as the TBS Pilot
Program. One of the primary goals of the TBS Pilot Program was to comprehensively
assess the preparedness of the Tribes who have lands adjacent to or in close proximity to
the Southern Border and the Northern Border of the United States.

As the TBS Pilot Program was evolving, so too was the National Preparedness
Goal (the Goal ), the interim version of which was introduced by the Department of
Homeland Security ( DHS ) in 2005. The Goal established a framework that guides
entities at all levels of government in the development and maintenance of the following:
(1) Capabilities to prevent, protect against, respond to, and recover from major events;
and (2) Capabilities to identify, prioritize, and protect critical infrastructure and key
resources.* The Goal is to be achieved by the process of Capabilities-Based Planning.®
This process is de ned as planning, under uncertainty, to provide capabilities suitable
for a wide range of threats and hazards while working within an economic framework
that necessitates prioritization and choice. ¢ The Capabilities-Based Planning process
provides the means for the Nation to achieve the Goal by answering three fundamental
questions: How prepared do we need to be? , How prepared are we? , and How do we
prioritize efforts to close the gap? .” At the heart of the Goal and the Capabilities-Based
Planning process is the Target Capabilities List (TCL).2 The TCL identi es thirty-six (36)
capabilities integral to Nation-wide all-hazards preparedness.®

! See generally Existing Conditions on Indian Reservations, Walking Shield - American Indian Society, citing U.S. Commission on
Civil Rights July 2003 report titled Federal Funding and Unmet Needs in Indian Country.

2 See e.g., Public Law 280.

3 See generally, Border Security Agencies Need to Better Coordinate Their Strategies and Operations on Federal Lands, United States
General Accounting Of ce, GAO-04-590, June 2004; see also Border Security and the Southwest Border: Background, Legislation,
and Issues, CRS Report for Congress, Order Code RL33106, September 28, 2005.

4 See Homeland Security Presidential Directive 8: National Preparedness; See also Fact Sheet -- Strengthening National Preparedness:
Capabilities-Based Planning; Fact Sheet -- A Nation Prepared: The Target Capabilities List; Fact Sheet: A Common Approach to
Preparedness: The National Preparedness Goal.

51d.

51d.

71d.

81d.

o1d.
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Accordingly, in assessing the preparedness of the tribes who had lands adjacent to or in
close proximity to the Southern Border and the Northern Border of the United States, the
TBS Pilot Program incorporated a capabilities-based planning process for its assessment
that included cross-jurisdictional and cross-disciplinary elements. More speci cally, the
TBS Pilot Program sought to provide a means for the tribes who had lands adjacent to or
in close proximity to the Southern Border and the Northern Border of the United States
to provide information responsive to one of the three fundamental questions of the Goal,
namely: How prepared are we? . The idea being that not only would the information
gathered from the TBS Pilot Program provide answers to this fundamental question,
but also the information could subsequently be used by the respective Tribes and the
Federal government to provide answers to the remaining two fundamental questions of
the Goal.! That is, the information gathered could subsequently be used to develop plans
for prioritization of resources and formal investment justi cation initiatives pertaining
to various capabilities, particularly with regard to each Tribes respective border and
homeland security, as well as the border and homeland security of America as a whole.

Commendably, forty (40) of the forty-one (41) Tribes identi ed by NNALEA and
NCAI as having lands adjacent to or in close proximity to the Southern Border and the
Northern Border of the United States agreed to participate in the TBS Pilot Program. The
af rmative answer by these forty (40) Tribes to the TBS Pilot Program s call to action re-
af rmed the veracity of Senator Ben Nighthorse Campbell s statement that:

Native People are Americans rst - and want to stand shoulder to
shoulder with the rest of their countrymen in defending American lives
and homelands from the threats now before us.

As President Bush recently stated: America is grateful to those who are on the front lines
of enforcing the border. 2 This statement applies equally to these Tribes.

! The remaining two fundamental questions of the Goal referenced in this sentence are: How prepared do we need to be?
and How do we prioritize efforts to close the gap? .
Page 6 2 See President Discusses Border Security and Immigration Reform in Arizona, Tucson, Arizona, Davis-Monthan Air Force Base,
NNALEA November 28, 2005.
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1. SUMMARY OF THE METHODOLOGY FOR THE TBS PILOT PROGRAM.

The ultimate design for the TBS Pilot Program entailed the following two (2) primary
elements: (a) Selection and Rallying of the Tribes for the Program; and (b) Information
Sharing and Capabilities Analysis in the Program. Each is discussed in turn.

A. Selection and Rallying of the Tribes for the TBS Pilot Program.

The rst primary element of the design of the TBS Pilot Program concerned the
selection and rallying of the Tribes for the Program. The criteria used for selecting the
Tribes to participate in the TBS Pilot Program were two-fold: (a) Each Tribe had to be
a federally recognized Tribe; and (b) Each Tribe had to have tribal lands located within
100 miles of either the U.S. border with Canada or the U.S. border with Mexico. Using
these criteria, the TBS Pilot Program partners researched the possible universe of Tribes
for the Program, and concluded that there were forty-one (41) Tribes who met the criteria.
Accordingly, the TBS Pilot Program partners extended invitations to all forty-one (41) of
the identi ed Tribes to participate in the TBS Pilot Program. Commendably, of these forty-
one (41) Tribes, forty (40) Tribes graciously agreed to participate in the Program, namely:

Aroostook Band of Micmac Indians - Micmac Reservation;

Assiniboine & Sioux Tribe - Fort Peck Reservation;

Bad River Band of Lake Superior Chippewa Indians - Bad River Reservation;
Bay Mills Executive Council - Bay Mills Reservation,;

Blackfeet Tribe - Blackfeet Reservation;

Campo Band of Kumeyaay Indians - Campo Indian Reservation;
Cocopah Tribal Council - Cocopah Reservation;

Confederated Tribes of the Colville Reservation - Colville Reservation;
Grand Portage Band of Chippewa Indians - Grand Portage Reservation;
0. Grand Traverse Band of Ottawa & Chippewa - Grand Traverse Reservation;
11. Houlton Maliseet Band of Indians - Houlton Maliseet Reservation;

12. Jamestown S Klallam Tribe - Jamestown S Klallam Reservation;

13. Keweenaw Bay Indian Community - LAnse Reservation;

14. Kickapoo Tribe of Texas - Kickapoo Reservation;

15. Kootenai Tribe - Kootenai Reservation,;

16. Little Traverse Bay Bands of Odawa Indians - Little Traverse Bay Reservation;
17. Lower Elwha S klallam Tribe - Lower Elwha S Klallam Reservation;

18. Lummi Indian Tribe - Lummi Reservation;

19. Makah Indian Tribe - Makah Reservation;

20. Nooksack Indian Tribe - Nooksack Reservation;

21. Passamaquoddy Tribe Indian Township Reservation;

22. Passamaquoddy Tribe - Pleasant Point Reservation;

23. Penobscot Indian Nation - Penobscot Reservation;

24. Port Gamble S Klallam Tribe - Port Gamble Indian Community;

25. Quechan Tribe - Ft. Yuma Reservation;

26. Quinault Nation - Quinault Reservation;

27. Red CIiff Band of Lake Superior Chippewa - Red Cliff Reservation;

28. Red Lake Nation - Red Lake Reservation;

29. Saginaw Chippewa Indian Tribe - Isabella Reservation;

30. Sault St. Marie Tribe of Chippewa Indians - Sault Ste. Marie Reservation;
31. Seneca Nation - Cattaraugus Reservation;

HoOo~NoOOA~WNE
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32. Stillaguamish Indian Tribe - Stillaguamish Reservation;

33. St. Regis Mohawk Tribe - Saint Regis Mohawk Reservation;

34. Suguamish Indian Tribe - Port Madison Reservation,;

35. Swinomish Tribe - Swinomish Tribal Community;

36. Tigual Pueblo Tribe - Ysleta Del Sur Reservation;

37. Tulalip Tribe - Tulalip Reservation;

38. Turtle Mountain Band of Chippewa Indians - Turtle Mountain Reservation;
39. Tuscarora Nation - Tuscarora Reservation; and

40. Upper Skagit Tribe - Upper Skagit Reservation.

On multiple occasions during the course of the TBS Pilot Program, tribal leaders from
the majority of these participating Tribes were brought together to confer on the status
of the TBS Pilot Program, to provide insight into the performance of the Program, and to
demonstrate support for the Program.

B. Information Sharing and Capabilities Analysis in the TBS Pilot Program.

The second primary element of the design of the TBS Pilot Program concerned
the information sharing and capabilities analysis in the Program. This element was
achieved through a General Survey, a Speci ¢ Survey, and Site Visits -- all of which are

discussed in more detail below.

1. TBS Pilot Program General Survey.

The General Survey was the data collection instrument devised for the TBS Pilot
Program to collect information from the forty (40) participating border Tribes on the
issue of border security in relation to homeland security. The General Survey employed
a subjective format consisting of seven (7) questions to which narrative answers were
requested from each participating Tribe. Administration of the General Survey was
accomplished by rst contacting the appropriate tribal leaders and members of each
participating Tribe about the General Survey, and thereafter mailing a copy of the
General Survey to each participating Tribe for completion. Commendably, all forty (40)
of the participating Tribes completed the General Survey. The information shared by
the participating border Tribes in response to the questions of the General Survey were
compiled into a usable computer data set. The data was then analyzed in the aggregate
for general views, best practices, and alerts concerning tribal border security in relation
to homeland security.? It is anticipated that this data can also be used to compare the
subjective views, best practices, and alerts contained therein, with the objective baselines,
best practices, and alerts identi ed from the data generated from the Speci c Survey.2

2. TBS Pilot Program Speci _c Survey.

The Speci ¢ Survey was the data collection instrument devised for the TBS Pilot
Program to collect information from the forty (40) participating border Tribes on the issues
of border security generally and border security in relation to the National Preparedness
Goal. The Speci c¢ Survey employed an objective format consisting of the following six

That data analysis from the General Survey is discussed in Section 111, infra.

Page 8 2The Speci c Survey is discussed below.
NNALEA
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(6) Sections: (a) Emergency Management and Public Works; (b) Law Enforcement,
Border Security, and Detention Facilities; (c) Emergency Fire Responders; (d) Emergency
Medical Responders and Facilities; (e) Critical Infrastructure and Environment; and (f)
Public Safety Communications and Interoperability. Each Section contained numerous
questions relevant to the topic of each respective Section.

Several Task Forces were formed to assist in the development and formulation of the
questions to be included in each Section of the Speci ¢ Survey. The Task Forces included
a federal agency advisory panel, a tribal advisory committee, and a state and local
advisory committee. The federal agency advisory panel was comprised of members from
a number of federal departments, entities, agencies, and associations. The tribal advisory
committee was comprised of a number of tribal leaders, members of NCAI, and members
of NNALEA. The state and local advisory committee was comprised of members from a
number of state and/or local departments, entities, agencies, and associations. Each task
force met on a number of occasions to brainstorm regarding areas to be covered by the
Speci ¢ Survey, to engage in round-table discussions regarding the Speci c¢ Survey, and
to assist in formulating the questions to be included in the Speci c Survey.

In addition to the Task Forces, Fort Lewis College was engaged to provide technical
and analytical assistance with regard to the Speci ¢ Survey. More particularly, Fort Lewis
College s participation in the TBS Pilot Program included the following: (a) formulation
of a peer review committee to review drafts of the Speci ¢ Survey and to provide technical
and scienti ¢ recommendations for the Speci c¢ Survey; (b) selection of an established
scienti ¢ database for systematically arranging the information obtained via the Speci ¢
Survey into usable data; (c) quanti cation of the data compiled from the information
shared by the participating Tribes in response to the Speci ¢ Survey; (d) assistance
in arranging information from the Speci ¢ Survey into usable data by performing
compilations and analyses for each participating Tribe and for all participating Tribes in
the aggregate; and (e) assistance with this Final Report for the TBS Pilot Program.

Once an initial draft of the Speci c¢ Survey was prepared, the rst of two (2) peer
tests was performed. The Southern Ute Tribe graciously agreed to participate in and to
host the rst peer test. Accordingly, the Southern Ute Tribe shared their information
in response to the questions of the Speci ¢ Survey. In addition, the Southern Ute Tribe
provided feedback on the Speci ¢ Survey, as well as recommendations for subsequent
versions of the Speci ¢ Survey.

After the rst peer test of the Speci ¢ Survey was completed, the Speci ¢ Survey,
along with the answers and recommendations of the Southern Ute Tribe, were sent to
the Fort Lewis College Peer Review Committee for its review and recommendations. The
Speci ¢ Survey was also reviewed by DHS, NNALEA, and NCAI. Thereafter, the Speci ¢
Survey was overhauled.

The second of the two (2) peer tests was then performed on the Speci ¢ Survey.
The Seminole Tribe graciously agreed to participate in and to host the second peer test.
Accordingly, the Seminole Tribe shared their information in response to the questions of
the Speci ¢ Survey. In addition, the Seminole Tribe provided feedback on the Speci ¢
Survey, as well as recommendations for subsequent versions of the Speci ¢ Survey.

Page 9
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After the second peer test of the Speci ¢ Survey was completed, the Speci ¢ Survey,
along with the answers and recommendations of the Seminole Tribe, were sent to the Fort
Lewis College Peer Review Committee for its review and recommendations. The Speci ¢
Survey was also reviewed by DHS, NNALEA, and NCAI. Thereafter, the Speci ¢ Survey
was nalized, and copies of said Survey were made and bound.!

In order to safeguard the con dentiality and security of the Speci ¢ Surveys and
the information contained therein, as well as to ensure the completeness of each Speci ¢
Survey, a tracking procedure was devised. This procedure utilized a speci ¢ chain of
custody, a nal destination secured storage site, and a written Tracking Log to document
the exchanges. This tracking procedure was utilized for each Speci ¢ Survey answered
by each of the forty (40) participating border Tribes.

Moreover, guidelines were developed for administering the Speci ¢ Survey to the
forty (40) participating border Tribes. These guidelines included procedures and protocols
to be followed by the Team Members of the TBS Pilot Program that were tasked with
gathering the information being shared by the participating Tribes in response to the
Speci cSurvey. The purpose of the guidelines was to help ensure consistent administration
of the Speci ¢ Survey. After the guidelines were developed, the Team Members tasked
with administering the Speci ¢ Survey were trained on the guidelines.

Subsequently, the Speci ¢ Survey was administered to the forty (40) border Tribes
who agreed to participate in the TBS Pilot Program. Administration of the Speci ¢
Survey included making contact with appropriate Tribal leaders and members of each
participating Tribe, engaging in numerous conference calls with these Tribal leaders and
members to gather the information requested by the Speci ¢ Survey, and the performance
of checks by the TBS Pilot Program Compliance Of cer to ensure that each Speci ¢ Survey
was completed in toto. Commendably, all forty (40) of the participating Tribes shared
their respective information in response to all of the questions set forth in the Speci ¢
Survey.

After the information from the Speci ¢ Survey was gathered, it was quanti ed and
entered into a SPSS (Statistical Program for the Social Sciences) statistical program and
data le for analysis by the TBS Pilot Program partners. Once all of the data was entered,
the database was thoroughly cleaned and checked for errors using accepted statistical
methods.? Variances in the data were duly recorded.® NNALEA and its partners then
identi ed certain special data analysis runs that were particularly relevant to border
security generally and to border security in relation to the National Preparedness Goal.
These data analysis special runs were then performed by Fort Lewis College, and assessed
by NNALEA and its partners for border security baselines, best practices, and alerts.*
It is anticipated that these data analyses can be used by DHS and the participating

1 Collectively, the six (6) Sections of the nalized Speci ¢ Survey are comprised of 359 pages of questions. For more information
regarding the Speci c Survey, please contact NNALEA.

2 See Research Methods in the Social Sciences, Franfort-Nachmias, Chava and David Nachmias, New York: St. Martin s Press (1996);
Exploratory Data Mining and Data Cleaning, Dasu, Tamraparni and Theodore Johnson, Hoboken, NJ: Wiley (2003).

3 Variances include missing data and errors.

4 The data analyses are discussed in Section 1V, infra.
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Tribes to assess each Tribe s border security preparedness, as well as the border security
preparedness of the participating border Tribes in the aggregate.?

3. TBS Pilot Program Site Visits.

Two (2) site visits were conducted in the TBS Pilot Program. The TBS Pilot
Program site visit team was composed of representatives of DHS, NNALEA, and NCAI,
with outstanding participation from other federal, state, local, and private entities.
The purpose of the site visits was to visually observe certain tribal border security best
practices and alerts identi ed from the information shared in the tribal responses to the
General Survey and to the Speci c¢ Survey. In addition, the site visits provided a forum
for the Tribes participating in the site visits to educate others on their best practices and
the border security alerts that they have identi ed, and in turn to receive certain training
and brie ngs from federal, state, local, and private entities. To capture a more complete
picture of tribal border security with regard to the U.S. border with Canada and the U.S.
border with Mexico, it was determined that one site visit should be performed with a Tribe
located on or in close proximity to the U.S. border with Canada, while the second site
visit should be performed with a Tribe located on or in close proximity to the U.S. border
with Mexico. The Sault Ste. Marie Tribe of Chippewa Indians (whose tribal lands border
the U.S. border with Canada), and the Cocopah Tribe (whose tribal lands border the U.S.
Border with Mexico) graciously agreed to participate in the site visits.? It is believed that
the border security alerts identi ed and examined during these site visits apply to all of
the participating border Tribes who are similarly situated (i.e., in terms of geographic
location) to the Tribes who were selected and agreed to participate in the site visits.

! For instance, a participating border Tribe can take its data generated from the Speci ¢ Survey and compare it with the

baselines, best practices, and alerts identi ed from the data generated from all of the participating border Tribes, and

therefrom assess its level of border security preparedness in relation to its border Tribe brethren. It should be noted, however,

that as the TBS Pilot Program is the rst of its kind, there is apparently not any border security baselines, best practices,

or alerts that have been generated on a national level and to which compatible comparisons can be made (i.e., between

national border security preparedness and each participating border Tribe s preparedness; between national border security

preparedness and the participating border Tribes preparedness in the aggregate). In this regard, the forty (40) participating

border Tribes have not only distinguished themselves as leaders in border security, but also have propelled themselves to the

front of the line with regard to border security preparedness initiatives. Page 11
2 The site visits are discussed in more detail in Section V, infra. NNALEA
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I11. TRIBAL BORDER SECURITY GENERAL VIEWS, BEST PRACTICES, AND
ALERTS IDENTIFIED FROM THE TBS PILOT PROGRAM GENERAL
SURVEY DATA.

The data compiled from the information shared by the forty (40) participating
border Tribes in response to the General Survey of the TBS Pilot Program reveals certain
general tribal border security views, best practices, and alerts. These views, best practices,
and alerts are detailed below.

A. General Tribal Border Security Views.

The information shared by the participating Tribes in response to the General
Survey in the TBS Pilot Program reveals a number of general tribal border security views.
It should be noted, however, that these views are subjective responses to the open-ended
questions of the General Survey, and therefore, may not be as comprehensive as the data
set forth in Section 1V, infra.

One tribal border security general view pertains to the participating Tribes
perception of their respective role in the national strategy for homeland security. 60%
of the participating border Tribes reported that they fully understand their role in the
national strategy for homeland security, with an additional 10% reporting that they
partially understand their role.

A second tribal border security general view pertains to the participating Tribes
perception of their respective preparedness and capabilities to prevent threats or acts
of terrorism, natural disasters and other national emergencies from occurring in their
respective communities and/or through their respective borders. Only four (4) of the forty
(40) participating border Tribes reported that they are suf ciently prepared and capable
to so prevent. The reasons identi ed for the insuf cient preparedness and capabilities
are de ciencies in funding, personnel, training, equipment, communications, and
information.

A third tribal border security general view pertains to the participating Tribes
perception of their respective preparedness and capabilities to respond to threats or acts
of terrorism, natural disasters and other national emergencies. Only three (3) of the forty
(40) participating border Tribes reported that they are suf ciently prepared and capable
to so respond. The reasons identi ed for the insuf cient preparedness and capabilities
are de ciencies in funding, personnel, training, equipment, communications, and
planning.

A fourth tribal border security general view pertains to the participating Tribes
perception of their respective preparedness and capabilities to recover from threats or
acts of terrorism, natural disasters and other national emergencies that occur in their
respective communities and/or through their respective borders. Only one (1) of the forty
(40) participating border Tribes reported that it is suf ciently prepared and capable to
so recover. The reasons identi ed for the insuf cient preparedness and capabilities are
de ciencies in funding, personnel, training, equipment, and planning.

1.Section 1V, infra, pertains to the data compiled from the TBS Pilot Program Speci ¢ Survey.
Page 12
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A fth tribal border security general view pertains to the participating Tribes
perception of their respective general understanding regarding the National Incident
Management System (NIMS).! 70% of the participating border Tribes reported that they
have a full general understanding of NIMS, with an additional 7.5% reporting that they
have a partial general understanding of NIMS.

A sixth tribal border security general view pertains to the participating Tribes
perception of their respective general understanding regarding the National Response
Plan (NRP). 50% of the participating border Tribes reported that they have a full general
understanding of the NRP, with an additional 7.5% reporting that they have a partial
general understanding of the NRP.

B. General Tribal Border Security Best Practices.

The information shared by the participating Tribes in response to the General
Survey in the TBS Pilot Program reveals a number of general tribal border security best
practices. One tribal border security best practice pertains to the participating border
Tribes who view their role in the National Strategy for Homeland Security as including
interaction with local, state, and federal entities (i.e., as opposed to just intra-tribal
interaction). A second tribal border security best practice pertains to the participating
border Tribes who have existing relationships with local entities (75% of the participating
border Tribes reported such), state entities (65% of the participating border Tribes reported
such), and/or federal entities (45% of the participating border Tribes reported such). A
third tribal border security best practice pertains to the participating border Tribes who
perceive that the U.S. Customs and Border Protection are available to assist the border
Tribes (10% of the participating border Tribes indicated such).

C. General Tribal Border Security Alerts.

The information shared by the participating Tribes in response to the General Survey
in the TBS Pilot Program reveals several general tribal border security alerts. One tribal
border security alert is that 40% of the participating border Tribes indicated that they do
not fully understand their role in the national strategy for homeland security. A second
border security alert is that 90% of the participating border Tribes indicated that they
were not suf ciently prepared and capable to prevent threats or acts of terrorism, natural
disasters and other national emergencies from occurring in their respective communities
and/or through their respective borders. A third border security alert is that 92.5% of the
participating border Tribes indicated that they were not suf ciently prepared and capable
to respond to threats or acts of terrorism, natural disasters and other national emergencies.
A fourth border security alert is that 97.5% of the participating border Tribes indicated
that they were not suf ciently prepared and capable to recover from threats or acts of
terrorism, natural disasters and other national emergencies that occur in their respective
communities and/or through their respective borders. A fth border security alert is that
funding and training de ciencies are the two (2) most prevalent limitations cited by the
participating border Tribes to their respective abilities to prevent, respond to, and recover

I NIMS is a system mandated by HSPD-5 that provides a consistent, nationwide approach for federal, state, local, and tribal
governments; the private sector; and nongovernmental organizations to work effectively and ef ciently together to prepare
for, respond to, and recover from domestic incidents, regardless of cause, size, or complexity. To provide for interoperability
and compatibility among federal, state, local, and tribal capabilities, the NIMS includes a core set of concepts, principles, and
terminology. HSPD-5 identi es these as the ICS; multi-agency coordination systems; training; identi cation and management
of resources (including systems for classifying types of resources); quali cation and certi cation; and the collection, tracking,
and reporting of incident information and incident resources.
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from threats or acts of terrorism, natural disasters and other national emergencies. A sixth
border security alert is that in addition to funding and training de ciencies, personnel
and equipment de ciencies are the other primary limitations cited by the participating
border Tribes to their respective abilities to prevent, respond to, and recover from threats
or acts of terrorism, natural disasters and other national emergencies. A seventh border
security alert is that 30% of the participating border Tribes reported that they do not
have a full general understanding of NIMS. Finally, an eighth border security alert is
that 50% of the participating border Tribes reported that they do not have a full general
understanding of the NRP.
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IV. TRIBAL BORDER SECURITY BASELINES, BEST PRACTICES, AND
ALERTS IDENTIFIED FROM THE TBS PILOT PROGRAM SPECIFIC
SURVEY DATA.

A voluminous amount of data was compiled from the information shared by
the forty (40) participating border Tribes in response to the Speci ¢ Survey of the TBS
Pilot Program. From this data, multiple baselines can be established, and multiple best
practices and alerts can be analyzed. The scope of the TBS Pilot Program, however, was
limited to border homeland security, and therefore, the baselines, best practices, and
alerts set forth herein pertain primarily to border homeland security. More particularly,
the border security baselines, best practices, and alerts set forth herein were generated
from the compiled data that was deemed to be most relevant to border security in the
following two (2) contexts: (1) border security generally; and (2) border security in
relation to the National Preparedness Goal. In the context of border security generally,
the baselines, best practices, and alerts pertain to non-native border crossings, smuggling
activities that have been encountered by the border Tribes, the entities providing border
patrols, and the existence of speci c strategies for border protection. In the context of
border security in relation to the National Preparedness Goal, the baselines, best practices,
and alerts pertain to two (2) functions (namely, preparedness, and communications and
information management) of the Department of Homeland Security s common target
tasks and capabilities, as well as to critical infrastructure identi cation, prioritization, and
protection.! The border security baselines, best practices, and alerts for the participating
border Tribes is detailed below.

Border Security Generally

In the TBS Pilot Program, the forty (40) participating Tribes shared information
pertaining to border security generally. The information shared, when analyzed in the
aggregate, reveals certain tribal border security baselines, best practices and alerts.

A. Tribal Border Security General Baselines.

The information shared by the participating Tribes in the TBS Pilot Program reveals
a number of general tribal border security baselines. Two (2) such baselines include: (a)
A baseline for comparison concerning the types of smuggling activities being encountered
by the border Tribes; and (b) A baseline for comparison concerning the entities patrolling
the borders of the participating Tribes.

With regard to the baseline for comparison concerning the types of smuggling
activities being encountered by the border Tribes, the forty (40) participating Tribes were
surveyed concerning the types of smuggling activities that they each have encountered.
The speci c types of smuggling activities included in the survey were the following: drugs,
illegal aliens, rearms, explosives, weapons of mass destruction, and biological agents,
among others. Graph 1, page 16, depicts the number of Tribes who reported encountering
each type of smuggling activity.

! See Target Capabilities List: Version 1.1, U.S. Department of Homeland Security, May 23, 2005, pp. 12 and 49.
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Graph 1
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As depicted in Graph 1, the most common type of smuggling activity that has been
encountered by the border Tribes is the smuggling of drugs.

With regard to the baseline for comparison concerning the entities patrolling
the borders of the participating Tribes, the forty (40) participating tribes were surveyed
concerning the types of entities who were patrolling their respective borders. The speci ¢
entities inquired about included: the tribe s law enforcement, local law enforcement, state
law enforcement, and federal law enforcement. Graph 2, page 17, depicts the number of
tribes who reported border patrols by each of the entities.
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Graph 2
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As revealed in Graph 2, the entities providing the majority of the border patrols are the
tribal and federal law enforcement entities.

B. Tribal Border Security General Best Practices.

The information shared by the participating Tribes in the TBS Pilot Program reveals
a couple of general tribal border security best practices. One best practice pertains to
those border Tribes who have developed and implemented a speci ¢ strategy for protecting
their respective borders. A second best practice pertains to those border Tribes whose law
enforcement routinely patrols their respective borders.

C. Tribal Border Security General Alerts.

The information shared by the participating Tribes in the TBS Pilot Program
reveals a number of general tribal border security alerts. One border security alert is
that the forty (40) participating Tribes reported that over 2.3 million non-natives cross
their borders per year. A second border security alert is that 67.74% of the border Tribes
reported that they do not have a speci c strategy for protecting their respective borders.
A third border security alert is that many border Tribes reported that no patrols of their
respective borders were being performed on a regular basis. Finally, a fourth border
security alert is that at least one border Tribe has already encountered the smuggling of
weapons of mass destruction, biological agents, and explosives.
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Border Security In Terms Of The National Preparedness Goal:
Preparedness

Preparedness is a function that falls within the Department of Homeland Security s
common target tasks and capabilities, and therefore, is relevant in assessing border
security in terms of the evolving Target Capabilities List.! Preparedness is the ability
to [b]uild, sustain and improve the operational capability to prevent, protect against,
respond to, and recover from domestic incidents.? Preparedness includes organization and
leadership, planning, training, exercises, resources (i.e., personnel, equipment, specialized
skills/units, and facilities), and mutual aid agreements and assistance compacts.®> The
desired goal is that through preparedness a community achieves its optimal operational
capability to prevent, protect against, respond to, and recover from incidents.

In the TBS Pilot Program, the forty (40) participating Tribes shared information
pertaining to their respective preparedness to prevent, protect against, respond to, and
recover from domestic incidents. The information shared, when analyzed in the aggregate,
reveals certain tribal border security baselines, best practices, and alerts relevant to the
Preparedness function. These baselines, best practices, and alerts are each summarized
in turn.

A. Tribal Border Security Preparedness Baselines.

The information shared by the participating Tribes in the TBS Pilot Program reveals
a number of tribal border security baselines with regard to the Preparedness function.
Those baselines pertain to preparedness with regard to organization and leadership,
planning, resources, training, exercises, and mutual aid and assistance compacts. These
baselines are set forth below.

1. Organization and Leadership.

The organization and leadership preparedness border security baseline which the
information shared by the participating border Tribes reveals is a baseline for comparison
concerning the homeland security or emergency management departments, directors,
and coordinators designated by the border Tribes. More particularly, the border Tribes
were surveyed on whether they have a designated homeland security and/or emergency
management department, director, or coordinator. Graph 3, page 19, depicts the number
of Tribes reporting to possess this organization and leadership preparedness.

! See Target Capabilities List: Version 1.1, U.S. Department of Homeland Security, May 23, 2005, p. 12.
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Graph 3
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As depicted in Graph 3, a majority of the forty (40) participating Tribes reported that they
have a separate homeland security department or emergency management department,
coordinator or director.

2. Planning.

The planning preparedness border security baseline which the information shared
by the participating border Tribes reveals is a baseline for comparison concerning certain
existing plans and assessments of the border Tribes. With regard to this baseline, the
forty (40) participating Tribes were surveyed concerning their respective plans and
assessments. The speci ¢ plansand assessments included in the survey were the following:
homeland security plan, emergency management plan, DHS strategy working group
with a State, emergency evacuation plan, site survey assessment of tribal lands, threat
assessment of tribal lands, all-hazard vulnerability assessment, meteorological warning
system, emergency shelters/housing assessment, emergency shelters activation plan,
casualty management plan, contaminated agricultural product plan, restocking health
care facilities plan, maximum capacity of medical facility assessment, disseminating
health and safety information plan, public works and engineering assessment, resource
management plan, stopping across-border movement plan, national animal emergency
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response activation plan, regional animal emergency response activation plan, state
animal emergency response activation plan, stocked supplies availability assessment,
stocked supplies distribution plan, FEMA public assistance implementation plan, FEMA
public assistance management plan, APHIS emergency operation center implementation
plan, APHIS emergency operation center activation plan, disease control assistance
plan, debris management plan, ground routes reestablishment plan, and water routes
reestablishment plan. Graph 4, below, depicts the number of border Tribes who reported
having each plan and having performed each assessment.
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As revealed in Graph 4, the most prevalent existing plan or assessment of the border
tribes is an emergency management plan.

Page 20
NNALEA
TBS Pilot Program



3. Resources

The resources preparedness border security baselines which the information
shared by the participating border Tribes reveals include the following: (a) A baseline for
comparison concerning the rst responder providers of the border Tribes;! (b) A baseline
for comparison concerning the types of incident response equipment possessed by the
border Tribes; (c) A baseline for comparison concerning the types of specialized skills and
units possessed by the border Tribes; and (d) A baseline for comparison concerning the
types of incident response facilities located on the lands of the border Tribes.

With regard to the baseline for comparison concerning the rst responder providers
of the border Tribes, the forty (40) participating Tribes were surveyed concerning the types
of entities providing them with rstresponder services. The speci centities included in the
survey were the following: tribal law enforcement rst responders, local law enforcement

rst responders, state law enforcement rst responders, federal law enforcement rst
responders, other law enforcement rst responders, tribal re rst responders, local re

rst responders, state re rst responders, federal re rst responders, other re rst
responders, tribal emergency medical rst responders, local emergency medical rst
responders, state emergency medical rst responders, federal emergency medical rst
responders, and other emergency medical rst responders. Graph 5, below, depicts the
types of entities providing rst responder services to the border Tribes.

Graph 5
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Types of First Responder Providers

1 First responders are law enforcement, re, and emergency medical personnel who rst arrive on the scene of an incident and
take action to save lives, protect property, and meet basic human needs. First responders may include federal, state, local, or
tribal responders.
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As depicted in Graph 5, the most prevalent law enforcement rst responder providers of
the border Tribes are the Tribes themselves; while the most prevalent re and emergency
medical rst responder providers of the border Tribes are local entities (i.e., surrounding
counties and cities).

With regard to the baseline for comparison concerning the types of incident
response equipment possessed by the border Tribes, the forty (40) participating Tribes were
surveyed concerning the types of incident response equipment that they each possessed.
The types of incident response equipment included in the survey were the following:
mass cargo transportation, mass passenger transportation, heavy equipment, portable
power supply, backup power supply, tribal law enforcement vehicles, standard issue law
enforcement equipment, technical investigative equipment, tribal re vehicles, standard
issue re equipment, technical investigative equipment, emergency medical vehicles, and
emergency medical equipment. Graph 6, below, depicts the types of incident response
equipment possessed by the border Tribes.
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As depicted in Graph 6, the most prevalent types of incident response equipment possessed
by the border Tribes are heavy equipment and standard issue law enforcement equipment;
while the least prevalent type of incident response equipment possessed by the border
Tribes is mass cargo transportation.

With regard to the baseline for comparison concerning the types of specialized
skills and units possessed by the border Tribes, the forty (40) participating Tribes were
surveyed concerning the specialized skills and units possessed by each Tribe. The speci ¢
types of specialized skills and units included in the survey were the following: specialized
language skills, specialized tracking skills, tribal canine units, and active intelligence
units. Graph 7, below, depicts the types of specialized skills and units possessed by the
border Tribes.

Graph 7
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Types of Specialized Skills/Units

As depicted in Graph 7, the most prevalent types of specialized skills or units possessed by
the border Tribes is specialized language skills, while the least prevalent are specialized
tracking skills.

With regard to the baseline for comparison concerning the types of incident
response facilities located on the lands of the border Tribes, the forty (40) participating
border Tribes were surveyed concerning the types of incident response facilities that are
located on their respective tribal lands. The speci c types of incident response facilities
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included in the survey were the following: detention facilities, medical facilities,! and
forensic laboratory facilities. Graph 8, below, depicts the types of incident response
facilities located on the tribal lands of the border Tribes.

Graph 8
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As depicted in Graph 8, the most prevalent type of incident response facilities located
on the tribal lands of the border Tribes is medical facilities, while the least prevalent is
forensic laboratories. It is important to note, though, that of the thirty-six (36) Tribes
reporting medical facilities located on their tribal lands, 90% of those facilities are clinics
as opposed to hospitals. Moreover, only three (3) of the thirty-six (36) Tribes reported
that the medical facilities located on their respective tribal lands had patient beds or were
capable to treat emergency trauma.

! It should be noted that the term medical facilities encompasses all types of medical facilities (i.e., clinics and hospitals).
Thus, even though a tribe may have a medical facility located on its tribal lands, such does not mean that that facility is
capable of rendering adequate medical aid in response to an emergency incident.
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4. Training.

The training preparedness border security baselines which the information shared
by the participating border Tribes reveals include the following: (a) A baseline for
comparison concerning the types of training received by tribal law enforcement rst
responders; (b) A baseline for comparison concerning the types of training received by
tribal re rstresponders; (c) A baseline for comparison concerning the types of training
received by tribal emergency medical rst responders; (d) A baseline for comparison
concerning certain meetings that have been attended by tribal rst responders; and (e)
A baseline for comparison concerning the types of speci c scenario training received by
tribal rst responders.

With regard to the baseline for comparison concerning the types of training
received by tribal law enforcement rst responders, the forty (40) participating Tribes were
surveyed concerning the types of training that their respective tribal law enforcement rst
responders have received. The speci c types of training included in the survey were the
following: criminal investigations training, explosive devise training, search and rescue
training, tracking training, hazmat training, weapons of mass destruction training, mass
casualty incident training, emergency management training, emergency preparedness
training, incident coordination processes and procedure training, department of energy
training on shipment of radioactive waste, critical incident response or management
training, emergency management response training, emergency medical services
training, border security training, illegal traf cking training, communications equipment
and system training, CPR training (within the last 2 years), rst aid training (within the
last 2 years), NIMS training, incident command system training, and cultural sensitivity
training. Graph 9, page 26, depicts the number of tribes who reported having tribal law
enforcement rst responders with each type of training.
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Graph 9
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With regard to the baseline for comparison concerning the types of training received
by tribal re rstresponders, the forty (40) participating Tribes were surveyed concerning
the types of training that their respective tribal re rst responders have received. The
speci c types of training included in the survey were the following: search and rescue
training, re ghting training, removal of affected individuals training, re investigation
training, hazmat training, weapons of mass destruction training, mass casualty incident
training, emergency management training, emergency preparedness training, incident
coordination processes and procedure training, bio-terrorism training, CPR training, rst
aid training, community emergency response team training, NIMS training, incident
command system training, department of energy shipment of radioactive waste training,
and cultural sensitivity training. Graph 10, below, depicts the number of tribes who
reported having tribal re rst responders with each type of training.
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As depicted in Graph 10, the most prevalent types of training received by tribal re rst
responders are search and rescue training and re ghting training.

With regard to the baseline for comparison concerning the types of training received
by tribal emergency medical rst responders, the forty (40) participating Tribes were
surveyed concerning the types of training that their respective tribal emergency medical

rst responders have received. The speci c types of training included in the survey were
the following: hazmat training, weapons of mass destruction training, mass casualty
incidents training, emergency management training, emergency preparedness training,
incident coordination processes and procedure training, department of energy training
on the shipment of radioactive waste, emergency medical services training, CPR training,

rst responder skills training, EMT level training, paramedic level training, basic life
support services training, advanced life support services training, pediatric care training
(within the last two years), tactical EMS training, SWAT medic or ERT medic training,
and cultural sensitivity training. Graph 11, below, depicts the number of tribes who
reported having tribal emergency medical rst responders with each type of training.
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Asdepicted in Graph 11, the most prevalent types of training received by tribal emergency
medical rst responders are CPR training and EMT level training.

With regard to the baseline for comparison concerning certain meetings that have
been attended by tribal rst responders, the forty (40) participating Tribes were surveyed
concerning whether their law enforcement, re, and emergency medical rst responders
had attended bio-terrorism meetings, and/or emergency planning and management
meetings. Graph 12, below, depicts the number of Tribes who reported that their tribal

rst responders had attended each type of meeting.
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As depicted in Graph 12, the most common types of meetings attended by tribal rst
responders are emergency planning and management meetings attended by tribal law
enforcement rst responders.

With regard to the baseline for comparison concerning the types of speci ¢
scenario training received by tribal rst responders, the forty (40) participating tribes
were surveyed on the types of speci ¢ scenario training that their respective tribal rst
responders (law enforcement, re, and emergency medical) have received. The types of
speci c scenario training included in the survey were the following: nuclear detonation
training, biological disease training, biological attack training, chemical attack training,
natural disaster training, radiological attack training, and cyber attack training. Graph
13, page 30, depicts the number of tribes who reported having rst responders with each
type of speci c scenario training.
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Graph 13
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As depicted in Graph 13, the most prevalent speci ¢ scenario training received by tribal
rst responders is natural disaster training.

5. Exercises.

The exercises preparedness border security baseline which the information shared
by the participating border Tribes reveals is a baseline for comparison concerning the
emergency response exercises that the Tribes respective tribal rst responders have
participated within the last two (2) years. More particularly, the border Tribes were
surveyed concerning certain types of emergency response exercises that their respective
tribal rst responders (law enforcement, re, and emergency medical) have participated
in the last two (2) years. The types of emergency response exercises included in the

page 30 survey were the following: tribal emergency response table top or full scale exercises,
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and countywide or regional emergency response table-top or full scale exercise. Graph
14, below, depicts the number of border Tribes who reported having tribal rst responders
who have participated in each type of emergency response exercise.

Graph 14
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As depicted in Graph 14, the most prevalent emergency response exercises in which
tribal law enforcement rst responders have participated are the countywide or regional
emergency response table-top or full scale exercises; whereas the most prevalent emergency
response exercises in which tribal re and emergency medical rst responders have
participated are the tribal emergency response table-top or full scale exercises.

6. Mutual Aid and Assistance Compacts.

The mutual aid and assistance compacts preparedness border security baseline
which the information shared by the participating border Tribes reveals is a baseline for
comparison concerning the types of mutual aid and assistance compacts in existence
between the border Tribes and non-tribal entities. The types of mutual aid and assistance
compacts included in the survey include the following: formal emergency services
agreementswith states or localities, formal agreementsregarding the declaration of disaster
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areas with states or localities, mutual aid between tribal and non-tribal law enforcement
rst responders, mutual aid between tribal and non-tribal re rstresponders, mutual aid
between tribal and non-tribal emergency medical rst responders, assistance compacts
with non-tribal law enforcement or re rst responders, multi-agency law enforcement or
re task force membership, cross-deputization, and cross-commissions. Graph 15, below,
depicts the types of mutual aid and assistance compacts in existence between the border
Tribes and non-tribal entities.
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As depicted in Graph 15, the most prevalent types of mutual aid or assistance compacts
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B. Tribal Border Security Preparedness Best Practices.

The information shared by the participating Tribes in the TBS Pilot Program reveals
a number of tribal border security best practices with regard to the Preparedness function.
Those best practices pertain to preparedness with regard to organization and leadership,
planning, resources, training, exercises, and mutual aid and assistance compacts. These
best practices are each summarized in turn.

1. Organization and Leadership.

The organization and leadership preparedness border security best practice which the
information shared by the participating border Tribes reveals pertains to those Tribes that
have a speci cally designated homeland security department, director, or coordinator.

2. Planning.

There are anumber of planning preparedness border security best practiceswhich the
information shared by the participating border Tribes reveals. One best practice pertains
to those Tribes who have participated in a DHS strategy working group with a State. A
second best practice pertains to those Tribes who have a homeland security plan. A third
best practice pertains to those Tribes with homeland security plans that speci cally address
border security, critical infrastructure, and interoperable communications, among other
things. A fourth best practice pertains to those Tribes with emergency management plans
that speci cally address rst responders (law enforcement, re and emergency medical),
border security, protection of critical infrastructure, and interoperable communications,
among other things.

3. Resources.

There are anumber of resources preparedness border security best practiceswhich the
information shared by the participating border Tribes reveals. One best practice pertains
to those Tribes with capabilities to provide their own rst responder services. A second best
practice pertains to those Tribes who have entered into rst responder agreements with
non-tribal entities (i.e., federal, state, local, or other entities). A third best practice pertains
to those Tribes with any of the specialized skills or units contained in the survey.

4. Training.

There are a number of training preparedness border security best practices which the
information shared by the participating border Tribes reveals. One best practice pertains
to those Tribes with tribal law enforcement rst responders who have received any of the
types of training included in the survey. A second best practice pertains to those Tribes
with tribal law enforcement rst responders who have received border security training,
illegal traf cking training, and tracking training, among other training. A third best
practice pertains to those Tribes with tribal re rst responders who have received any
of the types of training included in the survey. A fourth best practice pertains to those
Tribes with tribal emergency medical rst responders who have received any of the types
of training included in the survey. A fth best practice pertains to those Tribes who have
tribal rstresponders who have attended bio-terrorism meetings, and emergency planning
and management meetings. A sixth best practice pertains to those Tribes with tribal rst

Page 33
NNALEA

TBS Pilot Program



responders (law enforcement, re, and/or emergency medical) who have received any of
the types of speci ¢ scenario training included in the survey.

5. Exercises.

The exercises preparedness border security best practice which the information
shared by the participating border Tribes reveals pertains to those Tribes with tribal rst
responders who have participated in any emergency response exercise within the last two
(2) years. Of those Tribes, particular kudos goes to the Tribes with tribal rst responders
who have participated in countywide or regional emergency response exercises given the
Department of Homeland Security s present emphasis on regionalization.

6. Mutual Aid and Assistance Compacts.

There are a number of mutual aid and assistance compacts preparedness border
security best practices which the information shared by the participating border Tribes
reveals. One border security best practice is that all of the participating border Tribes with
tribal law enforcement rst responders reported mutual aid occurring between them and
non-tribal law enforcement rst responders. A second border security best practice is that
all of the participating border Tribes with tribal re rst responders reported mutual aid
occurring between them and non-tribal re rst responders. A third border security best
practice is that all of the participating border Tribes with tribal emergency medical rst
responders reported mutual aid occurring between them and non-tribal emergency medical

rst responders. A fourth border security best practice pertains to those participating
border Tribes who have achieved any of the types of mutual aid and assistance compacts
identi ed in the survey.

C. Tribal Border Security Preparedness Alerts.

The information shared by the participating Tribes in the TBS Pilot Program reveals
a number of tribal border security alerts with regard to the Preparedness function. Those
alerts pertain to preparedness with regard to organization and leadership, planning,
resources, training, exercises, and mutual aid and assistance compacts. These alerts are
each summarized in turn.

1. Organization and Leadership.

The organization and leadership preparedness border security alert which the
information shared by the participating border Tribes reveals is that some tribes have
not yet designated a separate homeland security or emergency management department,
director, or coordinator.

2. Planning.

There are several planning preparedness border security alertswhich the information
shared by the participating border Tribes reveals. One border security alert is that of
the thirty-one (31) types of plans and assessments about which the border Tribes were
surveyed, only four (4) of said plans and assessments have been achieved by 50% or more
of the participating border Tribes. A second border security alert is that more than half

2 of the participating border Tribes reported not having a homeland security plan. A third
age
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border security alert is that of the homeland security plans of the participating Tribes,
57.9% of said plans do not speci cally address border security, 26.3% of said plans do not
speci cally address protection of critical infrastructure, and 26.3% of said plans do not
speci cally address interoperable communications. A fourth border security alert is that
of the emergency management plans of the participating Tribes, 75.2% of said plans do
not speci cally address border security, 45.2% of said plans do not speci cally address
protection of critical infrastructure, and 32.3% of said plans do not speci cally address
interoperable communications.

3. Resources.

There are several resources preparedness border security alerts which the
information shared by the participating border Tribes reveals. One border security alert
Is that ten (10) of the participating border Tribes reported that they do not have their
own tribal law enforcement rst responders, twenty (20) of the participating border
Tribes reported that they do not have their own tribal re rst responders, and twenty
(20) of the participating border Tribes reported that they do not have their own tribal
emergency medical rst responders. A second border security alert is that collectively the
participating border Tribes reported that they needed at least ve hundred and thirty-
three (533) additional tribal law enforcement of cers. A third border security alert is that
only eleven (11) of the forty (40) participating border Tribes reported that they possess
some technical investigative equipment. A fourth border security alert is that only
seven (7) of the forty (40) participating border Tribes reported that they have an active
intelligence unit. A fth border security alert is that only eight (8) of the participating
border Tribes reported that there were detention facilities located on their respective tribal
lands. A sixth border security alert is that only 7.5% of the participating border Tribes
have medical facilities located on their tribal lands that have patient beds or that are
capable of treating emergency trauma.

4, Training.

There are several training preparedness border security alerts which the
information shared by the participating border Tribes reveals. One border security
alert is that ten (10) or more of the thirty (30) participating Tribes with tribal law
enforcement rst responders reported that their tribal law enforcement rst responders
did not have the following types of training: explosive devise training, search and
rescue training, tracking training, weapons of mass destruction training, mass casualty
incident training, emergency management training, emergency preparedness training,
incident coordination processes and procedure training, department of energy training
on shipment of radioactive waste, critical incident response or management training,
emergency management response training, emergency medical services training, border
security training, illegal traf cking training, communications equipment and system
training, NIMS training, incident command system training, and cultural sensitivity
training. A second border security alert is that only nine (9) of the participating border
Tribes reported having tribal law enforcement rst responders with border security
training. A third border security alert is that seventeen (17) or more of the thirty (30)
participating Tribes with tribal law enforcement rst responders reported that their
tribal law enforcement rst responders did not have the following types of speci ¢
scenario training: nuclear detonation training, biological disease training, biological
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attack training, chemical attack training, natural disaster training, radiological attack
training, and cyber attack training. A fourth border security alert is that ten (10) or
more of the twenty (20) participating Tribes with tribal re rst responders reported that
their tribal re rst responders did not have the following types of training: weapons of
mass destruction training, emergency management training, emergency preparedness
training, incident coordination processes and procedure training, bio-terrorism training,
community emergency response team training, NIMS training, department of energy
shipment of radioactive waste training, and cultural sensitivity training. A fth border
security alert is that ten (10) or more of the twenty (20) participating Tribes with tribal re

rst responders reported that their tribal re rst responders did not have the following
types of speci ¢ scenario training: nuclear detonation training, biological disease
training, biological attack training, chemical attack training, natural disaster training,
radiological attack training, and cyber attack training. A sixth border security alert
is that ten (10) or more of the nineteen (19) participating Tribes with tribal emergency
medical rst responders reported that their tribal emergency medical rst responders
did not have the following types of training: tactical EMS training, SWAT medic or ERT
medic training, and cultural sensitivity training. A seventh border security alert is that
(nine) 9 or more of the nineteen (19) participating Tribes with tribal emergency medical

rst responders reported that their tribal emergency medical rst responders did not have
the following types of speci c scenario training: nuclear detonation training, biological
disease training, biological attack training, chemical attack training, natural disaster
training, radiological attack training, and cyber attack training.

5. Exercises.

The exercises preparedness border security alert which the information shared by
the participating border Tribes reveals is that less than half of the participating border
Tribes with tribal rst responders have participated in countywide or regional emergency
response exercises within the last two (2) years.

6. Mutual Aid and Assistance Compacts.

The mutual aid and assistance compacts preparedness border security alert which
the information shared by the participating border Tribes reveals is that twenty (20) or
more of the participating Tribes reported that they do not currently have formal emergency
services agreements with states or localities, formal agreements regarding the declaration
of disaster areas with states or localities, multi-agency task force membership with non-
tribal entities, and cross-deputized or cross-commissioned law enforcement of cers.

Border Security In Terms Of The National Preparedness Goal:
Communications and Information Management -- Interoperable
Communications

Communications and Information Management is a function that falls within the
Department of Homeland Security s common target tasks and capabilities, and therefore,
is relevant in assessing border security in terms of the evolving Target Capabilities
List! A key to Communications and Information Management is that interoperable
communications processes, procedures, and systems exist across all agencies and
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jurisdictions.! Interoperable Communications is described as the capability to provide
uninterrupted ow of critical information among responding multi-disciplinary and
multi-jurisdictional agencies at all levels of government. 2 The desired outcome is that
a continuous ow of critical information is maintained among emergency responders,
command posts, agencies, and government of cials for the duration of the emergency
response operation. 3

In the TBS Pilot Program, the forty (40) participating Tribes shared information
pertaining to their respective interoperable communications processes, procedures, and
systems. The information shared, when analyzed in the aggregate, reveals certain tribal
border security baselines, best practices, and alerts relevant to the Communications and
Information Management function. These baselines, best practices, and alerts are each
summarized in turn.

A. Tribal Border Security Interoperable Communications Baselines.

The information shared by the participating Tribes in the TBS Pilot Program
reveals a number of tribal border security baselines with regard to the Communications
and Information Management function. Four such baselines include: (a) A baseline for
comparison of border Tribes established non-tribal contacts; (b) A baseline for comparison
of border Tribes communications equipment capabilities; (c) A baseline for comparison of
entities with whom some communications interoperability has been achieved by border
Tribes; and (d) A baseline for comparison of border Tribes obstacles to communications
interoperability.

With regard to the baseline for comparison of border Tribe s established non-tribal
contacts, the forty (40) participating Tribes were surveyed concerning certain federal, state,
local, and private entities with whom each Tribe may have an established contact. The
speci ¢ non-tribal entities included in the survey were the following: the Environmental
Protection Agency (national and regional of ces), private law enforcement, State gaming
commissions, re marshals, State sh and game, local police, State police, U.S. Marshal
Service, U.S. BIA Law Enforcement Services, U.S. Department of Transportation, U.S. Center
for Disease Control, U.S. Fish and Wildlife Service, U.S. Coast Guard, U.S. Park Service,
Agriculture Protection Health Inspection Service, U.S. Food and Drug Administration,
Bureau of Land Management, Drug Enforcement Administration, U.S. Secret Service,
Bureau of Alcohol Tobacco and Firearms, Federal Bureau of Investigation, Customs and
Border Protection, and Federal Law Enforcement Liaison Of cer. Graph 16, page 38,
depicts the number of border Tribes who reported an established contact with each of
these non-tribal entities.
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Graph 16

Non-Tribal Entities With Whom Tribes Have An Established
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The least prevalent established non-tribal entity contacts is between the border Tribes and

between the border Tribes and the regional Environmental Protection Agency of ces.
private law enforcement entities.

As revealed in Graph 16, the most prevalent established non-tribal entity contacts exist
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